LORX One User manual revision 4.

EN
Low cost LoRa IP43/IBgateway petnork specilit
User manual
Waterproof N
connector
N
10/100Mbps ethernet ﬂ ‘
Passive PoE 24V et <>Q“\ L \

Config/factory reset

o
/
‘ USB debug
\ ~ serial
Storage extension
SD-CARD
Versions:
Revision | Note Date
1.0 Added TTN cloud application 05/03/2017
Added system update
1.1 Updated operating temperature and power supply following safety certifica] 07/30/2017

requirements
Added Kersingpacketforwarder and updated other packetforwarders and 21/04/2018

12 cloudsmanager with manual forwarder option

1.3 Added US version 08/05/2018

1.4 Updated FC@ndIC legal textand added installation description 06/07/2018

1.5 Updated NAND memorpased on HW version 03/09/2018
Wifx

Network Specialist 1



LORX One User manual revision 4.

EN

1 SUMMARY
YU {1 0] 4 F= 1 S PSPPSR UPPPPRTP 2
2 ProduCt SPECIfICALIONS. ......eeiiiiiiiiiie ittt e s e e s esnre e e e s s snnbee e e s enrneeessnnnreneeeennen Db
G T = L= 11 ] =1 o] o SRR 5
3.1 Version 868MHZ DANG...........uuiiiiiiiiieiiiiiie et e e e e e e e e e s st aa e e et e e e e e e e ae e nnrareeaaeees 5
0 I A U o] o = A =R 5
3.2 Version 9Q15MHZ DANG.........uuiiiiiiiiiiee it e e e e e e e e e s et aa b et e et e e e e e e e ae e nnanreeaeeees 6
K R U 1 Ny B o O O PP PURR PRSP 6
K O g - To = N A S PO PP PR PU SR PURRPPIN 6
A 1= =T =Y T o) (o]0 4 F= L o o N 8
YRR TPRR 8
4. 1.1 UPAAte INFOIMALION...... ittt et e e e e ab b e e e e e e snbb e e e e e nbneeeeenened 8
o I I (010 o] (=] s o T ] (] Vo O PP P T OPPPPPRN 8
O G I @ o= B0 1 o = 1o =T g Y=< SRR 8
4.2 CONNECHVILY/INTEITACE ....coi ittt e e et e e e e nbb e e e e anees 8
G TS = Y 7] =] USRS 8
R N e o Tod =T [V = PSR RPPN 9
5 EtherME/POE.........oii i 11
5.1 Power through PassSiVe POE...........cooiiiiiiiii e 11
6 AdMINIStration tErMIM ACCESS. ... .eiiii ittt e s e e st e e e st et e e e e sn e e e s aanreeeeenanns 12
L0t T U] PP PPRPPRRPPN 12
S 1] - F U TP PRSP PP PPPR 13
7 System acCess & CONFIGUIALION. .......ciiiiuiiiii ittt ettt s b e e e e e st e e e e anneeee s 14
4 R o T | o PRSP P PP 14
2 O LY == 1S3 T o o S 14
7.2.1 Define or Change @ PASSWAIT. .........uuiiiiiiiiiie ettt e sttt e e e e e ibe e e e e eenee 14
A T = e o A o1 1Y/ 1 [T T U 14
7.3.1 SUAO COMMANT....eiiiiitiiieeiittit ettt e e e st e e e ek e e e e e s b b e e e e e e anbr et e e e e s rr e e e e e nanre e e e e ennnes 14
RS IS 10 oo 0 101 U [o APPSR 15
4 =L 11 0= {1 T PP T TP 15
A A U ][ o To Y PR TTT PP TR 15
A5 1o To T A= o o PRSP 16
7.5 Configuring LAN CONNECHION PAraMELEIS.....cuiiiiii ittt e e e e e e e e st eeeeeaaaee e e s s s anbabeeeeeeaaaaaaaas 16
7.5.1 StatiC CONTIGUIALION ...ttt ettt e e e e e e e e s bbb e e e et e e e e e e e e e e e s nnnebeeeeees 16
7.5.2 DHCP CONfIQUIALIAN.......eeiieieiiiiiiie ettt e e e ettt e e e s sebe e e e s sabee e e e e s anbbeeeesanbbeeeeeanns 17
7.5.3 INEWOIK FESTAIING. ... eeieiiiteite ittt e e sttt e e sttt e e s st e e e e e s snbe e e e s anbbeeaessnnneeeens 17
7.6 SYSIEIM UPAALE. .....eeeeeiiiiiiee ettt et e e ettt e e e e e e e e s aaaaaa b bbbt e e et e e eaaeeessaannbbebbeeeeaaaaaaaeesananans 17
A ST T = U1 JET =T o= o OO U PPRR PRI 17
7.6.2 MaANUAI UPAALE.......cci ittt e e e e e et e e e e e e e et e e s s s st e e e e e eee e e s s s anseesanneeeeaeeesessnnnsnsrnnnnnes 17
7.6.3 PaCKage iNSLAIAtION. .......ceiiiiiiiii et e et r e e e e e e e e e e s e s e bbb e e e e aaaaaeeean 18
Wifx

2 Network Specialist



LORX One User manual revision 4.

EN

A A 1 (o0 1o I=To] o] o= 11 [o] 1 1 J PO OPPPPTPPPI 19
A 5 R 1 ] @ I RSP SRP 19
7.7.2 Semtech PaCKEIOIWAITE ..........cc e r e e e e e s e s s nrerra e e e e e eaaeeeean 21
7.7.3 TTN PACKERDIWAITET ........eeeiiiiiieiee ittt ettt et e e e e e e e s e st b e e e e e e aaaaeeesasannnebnbeeeeeeas 23
7.7.4 Kersing MEPACKEE OTWAITET...........uiiiiiiiiieie e e e e e e e e s s s arer e rereeeaes 25
T7.7.5 WifX ClOUASM@ANAGEL.... ... ittt e e e e ee e et e e e e e e e s s s ase et eeeeeaaeeesasannstanstraneereeaaeeesnsnnnnnnes 27

7.8 LOR@ CONCENIIALOr ULIILIES. ... ueeeieiiieeeee ittt ettt e e e e e e e et e e e e e e e e e e e e s e s nnebnbeeeeeeas 28
7.8.1 GateWay ID UPAB SCIIPL.......uiiiieiiiiiiieiiitt ettt e et e s st e e s b re e e e e e annb e e e e anene 28
7.8.2 SX1301 reSEet PiN CONIOL..cciiii ittt e e e e e e e e s s s e e e e e e e e e s e eeasannnnrnrnereeeeees 28

A S T T =T o] = T4 = SRR 29

A S T U (| I o1 -V TSP 29
S| B I O 1 o F RSP PPRPP 30
8.1.1 INSEItION/REMIOVAL.....eeiiiiiiieieiiiite ettt e et e e e e e e e et e e e e e e e e e e s s e aannbbrareeeaaaeeeaanan 30

LT D2 ST B N ox= 1o lo (=] (=Tox (o] o NPT PP PRSP UPOPRTPP 30

S 70 G T T I o= o I (W) 1T T ] T R 30

LS T [T o> | PP PEURPRR: 31
LS TR R = 1V T oo ] o F=TW g ] o)1 4 o 31
O YT o T o o= USRS 32
0 Tt I I ] G 1= RSP 32
10.1.1 IP43 (SEMIVALEIPIOOT). ... ueiiiiiiiiiii ettt ettt e e e sttt e e e e s st b e e e e e s nbbaeee e 32
10.1.2 IPB5 (WALEIPIOOT). ... . eeeiiiieiite ettt et e e e s st e e e e snbb e e e e e neeeas 32
10.2 Antenna 4dbi (868 & 915 VEISIONS)......uuuururuueuiiiiieieieeeeeeeeieteeeteeeeeteaetsraaa e sasaaaaaeaaaaeaeaeeesssnnrnrnnes 32
10.3 Antenna 2.15dDi (868 VEISIONS)........uueiiiiiiiiiie ittt ettt ettt e e e e aeneeeeean 33
ST (U o I U o [ J PP PP PPPPPRPOPRPRR 34
11.1 General reCOMMENUALIONS. ......coieiiiiitite ettt ettt e e e e e e e e e s et bbbt e e e e e e e e s e e aa s annbbbbeeeeaeaaeeaaaas 34
11.2 Standard mounting USING @ POIE.........eiiiiiiiiiie ittt sttt e e e e aeaeeee s 34

Wix

Network Specialist 3



LORX One

User manual revision 4.

2 PRODUCBPECIFICATIONS

EN

Version

IP43 (Semivaterproof) IP64 (Waterproof)

Physical specifications

Dimensions|

Seel0.1.11P43 (Semivaterproof) Seel0.1.2IP65(Waterproof)

Weight

< 230 grams

Connectors

1 RJ45 Ethernet 10/100Mbps port
Max 100m. length, use shielded cable for outdoor use

1 USBnicro-B service connector (service access only

1 N type REntenna connector

1 microSD SD Memory Card Specification v2.0 slot

Power specifications

Input supply

24vDC500mA(through passive PoE)

Power supply|

Seeb.1Power through passive PoE

Consumption

See9.1Power consumption

Climatic specifications

Operating
temperature

-30°C to $5°C
-5°C to +40°C for the power sup§)HNP12240L6, indoor use only

Storage
temperature

-20°C to +78C

Operating
humidity

10% to 90%RH Norcondensing

Storage
humidity

5% to 90% RH Nerondensing

System

CPU

ARMBCortext-A5 @ 600MHz

RAM

128 MBytesDDR2 @ 200MHz

Internal
memory

Up to1.0d HW version
256 MBytes NAND FLAS#ith 4bitshardware ECQMicron MT29F2G08ABAEAH4

From1.0d2HW version
512MBytes NAND FLAS#ith 8bits hardware EC@Vicron MT29F4G08ABAEAH4

External
memory

microSD card slot, SDHC compatilolen be used as boot source

TABLE PRODUCT SPECIFICAHON
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LORX One

3 REGULATIONS

3.1 VERSIOM68MHz BAND

3.1.1 BUROPE CE

The LORIX One (IP43 & IP65) 868MHz version comlieequirements listed irarticle 3 of theREDR01453/EU
Directive:

Certificationcompliance
Radio & EM({ RED 2014/53/EWE(ropean Radio Equipment Directive)
ETSI EN 300 220

EN 610065-1:2007
IEC 6100®-1:2005 (ed2.0)

ETSI EN 301 480V1.6.1:2013

Human safety] EN 62202
IEC/EN 62479

Electrical safety] EN 60950
TABLE2: CERTIFICATION CQMENCE VERSION 868KMFOR EUROPE

For use in Europe, the LORIX One rsostply with the ERC 7Z®requirements regarding duty cycle and maximum
EIRP. These parameters are summarized in the following table:

Duty cycle and maximum EIRP

ERC 7@ Band Frequency (MHz) Power Duty cycle
h1.3 863¢ 865 14dBm ERP 0.1%

h1.3 865¢ 868 14dBm ERP 1%

hl.4 868 868.6 14dBm ERP 1%

h1.5 868.7¢ 869.2 14dBm ERP 0.1%

h1.6 869.4¢ 869.65 27dBm ERP 10%

hl.7 869.7¢ 870 14dBm ERP 1%

h2 870¢ 873 14dBm ERP 1%

h2.1 870¢ 873 14dBm ERP 1%

TABLB: DUTY CYCLES ANBXIMUM EIRP VERSI®BBMHZ FOR EUROPE

If the antenna is changed, the output power must be adjustedaietinto account theantennagain to avoid
exceeding the values defined bye ERC 78 regulation.

Warning:some countries in Europe may haaspecific freqency rangea maximunEIRP and duty cycle regulation
Please check thiecal regulationdefore installing and using the LORIX One 868MHz version.

For countries outside Europplease check thahe frequency range, the maximum allowed EHRE duty cycle are
authorized.

Wix
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3.2 VERSION15MHz BAND
The LORIX One (IP43 & IP65) 915MHz version complies with both FCC and IC regulation:

Certificationcompliance
CFR 47 FCC Part| FCC 47 CFR Part 15 : 20P4rt 15 Radio frequency devices

RSS 247 RSSGenc Issue 5, Avril 2018 General requirements and Information for the Certificati
of radio Apparatus

RS247 Issue 2, February 20¢ Digital Transmission Systems (DTSS), Frequency Ho
Systems (FHSS) and LiceBRgempt Local Area Netwo(kELAN) Devices

TABLE: CERTIFICATION CQMSNCE VERSION 915KMFOR US/CANADA
The associated FCC and IC identifiers of the LORIX One 915MHz version are:
FCC ID 2APAA.ORIXONE

IC: 23715LORIXQE
Model : LORIX One

Someconditions must be meto maintain the FCC and IC compliance of the devicdgitUSA and Canada. These
conditionsare detailed in the following paragraphs. Fdher countries,pleasecheck the specific regulations
regarding maximunallowed EIRP and dugycle.

3.2.1 USA FCC

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

Any danges or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate the equipment.

This equipment has been tested and found to comply with the lifoits Class A digital device, pursuant to part 15

of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates, uses, amddiate radio
frequency energy and, if not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful
interference in vhich case the user will be required to corrdloe interference at personaxpense.

This device must be professionally installed

Also, some specific recommendations for exposure to magnetic fields must be followed: This equipment complies
g A G K C Atibrcesiposhie IRnks set forth for an uncontrolled environment under the following conditions:

1. This equipment should be installed and operated such that a minimum separation distance of 20 cm is
YIEAYlUrAYSR 0SG6SSy (KS NI RAINENY B3 yaiSRE oG | IyIRE diEASW
2. This transmitter must not be elmcated or operating in conjunction with any other antenna or transmitter.

3.2.2 CANADA IC
¢tKA&d RSOAOS O2YLX ASa -exeripKRSSahdacs dpdkEtion/islsybjedrtb thesfoldnd tOS y & S
conditions:

1. This device may not cause harmful interference, and
2. This device must accept any interference received, including interference that may cause undesired
operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence.
L'exploitation est autorisée aux deux conditigwsvantes
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1. [ QF LI NBAt yS Reuldge; LI & LINPRdzA NB RS
2. l'utilisateur de l'appareil doit ecepter tout brouillage radioélectrique subi, méme si le brouillage est
susceptible d'en compromettre le fonctionnement.

Under Industry Canada regulations, this radio transmitter may only operate using an antenna of a type and maximum
(or lesser) gain appved for the transmitter by Industry Canada. To reduce potential radio interference to other
users, that antenna type and its gain should be so chosen that the equivalent isotropically radiated power (EIRP) is
not more than that necessary for successfnenunication.

This radio transmitter has been approved by Industry Canada to operate with the antenna types listed as accessories
with the maximum permissible gain and required antenna impedance for each antenna type indicated. Antenna
types not includedn this list, having a gain greater than the maximum gain indicated for that type, are strictly
prohibited for use with the device.

This equipment should be installed and operated such that a minimum separation distance of 20 cm is maintained

betweenther& A G2NJ o yiSyylr o IyR dzaSNRAkKYSINbe LISNER2yQa 02R
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4 (GENERAL INFORMATION

4.1 WIKI

The LORIX One wiki is accessiblevatv.lorixone.io/wiki and contains information about technical use of the
product. It containdgnformation such agxplanatiors on how to use the toolchain to create custom binaries or to
flash the internal NAND memory.

4.1.1 UPDATE INFORMATION

The modificatios made between each e release othe Yocto Linux are describedder the Wiki changelog page
http://lorixone.io/wiki/Changelog

4.1.2 TROUBLESHOOTING

Frequent encountered problems are summarized under the Wiki troubleshooting patieswggested solutions:
http://lorixone.io/wiki/Troubleshooting

4.1.3 OPEN SOURCE LICENSES

All the licenses of the open source software used or available in the packages repository of the LORIX One are
available at thdollowingaddress https://lorixone.io/yocto/licenses/2.1.2

4.2 CONNECTIVMINTERFACE

Ethernet connector
PoE injection

LINK/ACT SPEED Status
PoE LED
24V =
500mA
Passive STATUS USB )
RESET servic
Reset button P connector
microSD —

| = YIRS

m|croSD

C€ i
]

\

slot

4.3 STARTRESET

The gateway automatically boots when connectedatpower supplythrough passive Poen the Ethernet cable
After startup, the status LED should blink briefly and turn off. Once the Linux OS, stertstatus LEDvill start
OfAY1AY3 AY GKSFENIO6SF(G¢é Y2RSo

The reset button can be used to reset the gatewtayreset it close to its original factory settings, or to enter in
programming modeFor a simple reset, shortlgress the reet button with a thintool such as a paper clip. Upo
release, the status LED waliefly flash and then stop to signal the reset action.

Wifx
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4.3.1 PROCEDURES

Shortpress
Press biefly, forless than 1 second’he blue LED wiriefly blink uponrelease

Longpress
Press and holibr several secondsThe blue LED wiitiefly blink after the delayspecified below

\‘/ Status LED
/Z N\ Ashortflash othe blue LED

Normal reset procedure _\‘/_

1. Shortpress 0N
2. The status LED will flash upo

release and the gatewaywill

reboot

Factory reset procedure

The factory reset procedurean beused to reset the initial default configuration and thus restore the device
its original settingsThis procedure is useful to solve a network misconfiguration or to recover a forg
password.

Scope of the factory reset

The factory resetdoes not reset the device to its original factory settinfyjsdoesnot perform a complete
restoration and some issues cannot be solvdomplete factoryreset can be done following the procedure
described on theNAND Programmingage of the wiki.

1. Wait at least 1 second afte
another reset pressure

2. Longpress for at least 10 second

3. After the LED starts blinking
release the reset button

4. The gatewaywill boot in factory
reset mode When Linux has
started, a script will copy the
default files

N/
10 ==
> 10sec /.\

Programming mode procedure

This procedurés used to enter ipprogrammingmode. It enables the possibilitio reprogram the gateway usin
the Atmel SAMBA programming tool through theSBport as summarize@n the NAND Programmingage @
the wiki.

Wix
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1. Removethe microSD cardrom
the device

2. Wait at least 1 second for
another reset pressure

3. Perform2 shortpres®swith less
than 1 second between eac
press

4. Perform a third long pess for
more than 3 seconds (buess
than 5 seconds)

10

User manual revision 4.
EN

Wifx

Network Specialist



LORX One User manual revision 4.
EN

5 ETHERNHPOE

Connector details:

RJ45 Pir| Wire color Function

number

1 Green TX+

2 Green/white | TX

3 Orange RX+

4 Blue VPOEL1 Voltage 1 for POE powering (must be connected \pith5)
5 Blue/white VPOE1 Voltage 1 for POE powering (must be connected ith4)
6 Orange/white | RX

7 Brown VPOE2 Voltage 2 for POE powering (must be connected \pith8)
8 Brown/white | VPOE2 Voltage 2 for POE powering (must be connected ith7)

TABLE ETHERNEPOECONNECTION
The yellow LED shows the LINK and the ACTIVITY on the Ethernet connection:
OFF No link

ON Link
Blink Link and activity

The green LED showee actual SPEED of the Ethernet connection:

OFF 10BaseT
ON 100BaserX

5.1 POWER THROUGH PASHOE

The LORIX One gateway is exclusively powered through passiwesiRgEhe Ethernet connectoiLhe power is
injected through a PoOE injector as shotlow:.

POWER
BRE

DATA . DATA+POWER -

i i ST - =
li

Xl N\)U\

LORIX™™ o,

Vroe1and \boez(in Table5) represent bothpower lines of the gateway?ower must be injected in thpower input
connecbr usingthe switching power supply provided with the LORIX Omig:
Reference HNP12240L6

Output voltage 24VDC
Output courant  500mA

Wix
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6 ADMINISTRATION TERMINACCESS

The embedded Linucan be accessed either throutiie USB connector or through SSH wathvorking Ethernet
connection.

6.1 USB

The gateway has @SB micreB type connector which provides virtual COM port. Accessing the gateway this way
allows you to debug and configure the software. This is the only way to accessrttieal when the network isot
accessible (without SSH access).

USB Connection consideration

Pease note that the gateway cantibe powered through the USirt and needs to be powered with the passive
PoE through the Ethernebnnecbr.

The USB connection should exclusively be fieeddministration/configuration and should not be left connected
during normal useThe IPxx level ialsonot guarantee during USB service connector use.

To accesshe gateway throughySB:

1. Power up the gateway with passive PoE through the Ethernehnector
2. Connect a PC to the gateway with & Amini-B cable
3. The virtual COM port is automatically detected by the PC
a. On Windows a new virtual COM pavtll appearin the device manager undéne nameELMO
GMAS (OMxX)

Installation du périphérique

Installation du périphérigue...

i -

t que le programme d'installation installe les fichiers
otre systéme. Cette opération peut prendre plusieurs minutes.

% Gestionnaire de périphériques - O *
Fichier Action Affichage 7
e @ EEE
= Lecteurs de disque ~
[ Moniteurs
3 oOrdinateur
_7;' Périphérique d'acquisition d'images
| Périphériques biométriques
B Périphériques de sécurité

Vil Périphériques d'interface utilisateur
B Périphériques logiciels
E@ Périphériques systéme
w i Ports (COM et LPT)
i Intel(R) Active Management Technology - SOL (COM3)
I} Processeurs
[! Souris et autres périphériques de pointage v

b. On Linux a new virtual COM povill appearin the folder/dev/ttyACMxx
4. Aterminal program like PUTTY or minicom can be used with the following parameters:

baudrate 115200
data bits 8

stop bits 1

parity none
flow control none

Wifx
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6.2 SSH

The gateway provides a SSH server and can be accessed tliheu§8H as soon d#sis connected to a working
network using a SSH client program like PUTTY or ssh on Linux.

You need to know théP address in order to access the gatewapugh SSH.
To access the gateway with SSH:

1. Power up the gateway with passive PoE through the Ethemmmtector

2. Aterminal program like PUTTY or ssh can be used with the following parameters:
address depending on your configration
port 22

3. Accept tre RSAey fingerprint ifasked

Wix
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7 SYSTEM ACCE&ELONFIGURATION

7.1 LOGIN

When the connectionsimade vidUSB, the following textill appear

Poky (Yocto Project Reference Distro) 2.1 .2 samabd4 lorix - one /dev/ttyGS0O

sama5d4 lorix - one login:

If the prompt does nbappear, press othe ENTER key to restart the login query.
With SSH:

I Login as:

The default login user nameés admin and the passwordis lorix4u. It is strongly recommended t@whange the
password as soon as possibléhe procedure to change the passworfbisndin the chapteruser/password

Enter the logirand validate with ENTEERe password will then be asked:

login as: admin
admin@oot 's password:

L NN T \
ARV N I
_L <A \V /N
] LS S Y I VL
K VA TR

LoRa gateway www.lorixone.io

samab5d4 lorix - one:~$

7.2 USERPASSWORD

Security issue with the default password

By default, all theLORIX Ongateways have the same password and asgtould change it before any
& LINE R dzO lithiszefadmmeizdefl ® create strongpassword which consists of numerals, special characters
upper- and lowercase letters to increase the security of the access.

7.2.1 DEFINE OR CHANGE S®WORD
To define a new password, use thasswdcommand as follow

sama5d4 lorix - one:~$ passwd

Changing password for admin

Enter the new password (minimum of 5 characters)

Please use a combination of upper and lower case letters and numbers.
New password: <new password>

Re enter new password:  <new pass word>

passwd: password changed.

7.3 ROOT PRIVILEGES

Most of the files or executables are limitéd root access on the gateway to protect from any mishandling
Depending on the rights of these filesly the root user camead, write or execte them.
7.3.1 SUDO C®MAND

For security reasons, the root user does not have access to the terminal. However, the root user can temporarily use
the sudocommand to execute a command:

Wifx
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sama5d4 lorix -one:~$ sudo reboot
Password:

The reboot command will be executed by the root user after entering the password. This action is not possible for

the admin user. The sudo command is valid only once and must be applied for each commeasth&password
is entered, the command is availatfor 15 minutes.

7.3.2 QU COMMAND

It is sometimes useful to manipulate multiple files with root access without using the sudo command for each

action. This can be done by using thecommand (shorfor substitute user) which allows yda change thecurrent
sesd 2 y Q a. TRigsaytiBriehn allow you to become a root user and to benefit from its privileges.

The whoami (Who Am I) command will allow you to see which user you are currently:

samabd4 lorix -one:~$ whoami
admin

The currentuser isadmin.

samabd4 lorix -one:~$ sudo su
Password:

samabd4 lorix - one:/home/admin# whoami
root

Thesudo sucommandallowsyou to becomehe root (su command without argument is a shortcut for su root).

samabd4 lorix - one:/home/admin# su admin
samabd4 lorix - one:~$ whoami
admin

Asthe root user, the sudo command is hoecessary to use theu command.

Security issue or error usitige su command

Thesudo and su commandsae powerful and allow useito modify/corrupt important files or (mis)use critical
command. $I command is particularly dangerous since ssanyforgetits privileges ovetime.

7.4 BDIT AFILE

There aretwo different programs to edit files on the gatewayamelyVior Nano. They are both very simple but
very different in terns of use.

7.4.1 USINGV

Vi is less intuitive but very efficient whéiis masteled. It allows you to edit a text file, existing or not, using the

following command:

I samabd4 lorix - one:~$ vi file.txt

Or prefixed with sudo if the file is root access protected.

Oncethe file isopen, there are two main modesnsert or command The insert mode is indicated by & in the
bottom left corner of the termial.

You can switch fromommand mode tansert mode by typing "i" or "a".

1 "i" for insertc the insertion will begirwhere the cursor ipositioned
1 "a"for appendc the insertion will begin from the followingharacter.

In the insert mode, you can modifixé file asin any text editor and you casimplyquit the insert modewith the
ESC key.
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Incommand mode, you catype ":" followed by one or severabmmand:

":w" for writing ¢ to write the modifications

":q" for quitting ¢ to quit the program

":q!" to force quit the prograneven if the modifications have not been saved
T "wq"ou ":x" to write and quit

=a =4 =4

Thereare other possibleoptions whichare not provided here but mantorials can be found on the internet.

7.4.2 USINGNANO

Nano is less efficient but famore intuitive and user friendly. Thiprogramis recommendedf you are not familiar
with aterminalor Vi You can edit a text file, existing or nasing the following command:

I samabd4 lorix -one:~$ nano file.txt

Or prefixed with sudo if théile is rod access protected.

Onceopened you can navigte throughthe file with the arrow kegandmodify, add or delete teidike any standard
file editor.

Nano ussthe CTRL key to accept commaiaehd iseasyto use since all the commagdre detailed at the bottom.
The " character represesthe CTRL key. Fexample you can quit nano usingpe CTRD(combination.

7.5 CONFIGURINGANCONNECTION PARAMESE

The network parameters are in the filetc/network/interfaces. You can usgour favorite editing program to
modify it:

I samabd4 lorix -one:~$ sudo vi/etc/network/interfaces

And thedefault contert:

# letc/network/interfaces -- configuration file for ifup(8), ifdown(8)

# The loopback interface
auto lo
iface lo inet loopback

# Wired or wi  reless interfaces
auto eth0
iface ethO inet static
address 192.168.1.50
netmask 255.255.255.0
gateway 192.168.1.1
dns- nameservers 192.168.1.1

The first group defines the local network loop and should not be modified unless you know wheateydoing. The
second group defines the main Ethernet port of the gatewayr@aeth0). Itis configured with alefault static IP
addresq192.168.1.50).

7.5.1 STATIC CONFIGURATION
It possible to configure a static configuratitire following parameters:

auto ethO
iface ethO inet static
address <IP address>
netmask <Network mask>
gateway <Gateway IP address>
dns- nameservers <DNS1 address> [<DNS2 address>] [<DNS3 address>]
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7.5.2 DHCR.ONFIGURATION

It is possible to configure a DHCP configuration wlith following parameters:

auto ethO
iface ethO inet dhcp

7.5.3 NETWORK RESTARTING
Once thenew parameters are saved, you can restart (or simply stop) the networking system by using the networking
script file:

I sama5d4 lorix - one:~$ sudo /etc/init.d/networking { start|stop|restart}

This step is required to apply the new parameters.

Warning concerning network modification and SSH

If you access the gateway with SSH, keep in mindahgiodification in the network interface could stop your
connection with the gateay and it could be impossible to access the gateway if younaanse the service USB
port.

7.6 SYSTEM UPDATE

Thegatewayhas the possibility to be updated manually using the package margaeywhich is similar to the
Debian package manager dpkga lighter version.

7.6.1 MAIN SERVER

The main server containing the packages is locatedtiat//lorixone.io/yocto/feeds/2.1.2/. This information is
written in the file/etc/opkg/base-feeds.confand carbe modified to handle more server addresses for example.

Further information about opkg can be found dtttps://code.google.com/archive/p/opkg/or in the Yocto
documentation which can generate diréctll the packages for thgateway

7.6.2 MANUAL UPDATE

To update the list of available packageithout updating the packages), the following command must be done prior
to any update (it will not affect the system at this point):

sama5d4 lorix - one:~$ sudo opk g update
Downloading http://lorixone.io/yocto/feeds/2.1.2/all/Packages.gz.
Updated source ‘all'.

Downloading http://lorixone.io/yocto/feeds/2.1.2/cortexa5hf - neon/Packages.gz.
Updated source 'cortexa5hf -neon'.
Downloading http://lorixone.io/yocto/feeds/2.1. 2/samab5d4_lorix_one/Packages.gz.

Updated source 'sama5d4_lorix_one'".
Downloading http://lorixone.io/yocto/feeds/2.1.2/sama5d4_lorix_one/Packages.gz.
Updated source 'sama5d4_lorix_one_sd'.
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Once the list of packages updated, you can start the update byimgn

I sama5d4 lorix - one:~$ sudo opkg upgrade

This conmand will update every packagdready installed and which ot up to date.

Services stop during updates

If anyupdates are availablesome services such as Lofkaud applications could be stopped during the update
and restarted afterwards.

Errosduring updats

If any error appears during the updatdp na hesitate to read the trouble section of the wiki undérl.2
Troubleshooting

7.6.3 PACKAGE INSTAIUON

Packages that are not installed by default tenadded using the following command:

I sama5d4 lorix - one:~$ sudo opkg install <pkgs>

Packageavailability can be consulted at tHellowing address http://lorixone.io/yocto/feeds/2.1.2/ under each
subdirectories in the fil®ackages

Installation of new packages

If you have a older versionof the software, the recently added packages awilable on the packages server.
However, theopkg upgradecommand will not install these packages and ydllineed to install them manually
using theopkg installcommandfollowed bythe LI O1 I 35Q& yI YS®

Exampleppkg instalkersingpacketforwarder
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7.7 (Q.OUD APPLICATIONS

7.7.1 LORIOT

7.7.1.1 SUMMARY

Welsite: https://loriot.io

Yocto packagaame: loriot

Rootfs location: /opt/lorix/clouds/loriot
Init script: /etc/init.d/loriot -gw
Status: STABLE

The LORIX One gateway is preinstalled with the LORIOT cloud application.

7.7.1.2 CONFIGURATION

To test the LORIOT clibucreate a free accourn loriot.io and add thenew gatewayusingthe MAC address of
your LORDONe(under theXX:XX:XX:XX:XXf#n) which you can find on the back label or using the command
ifconfig under Linux (SSH or USB):

samabd4 lorix - one:~$ ifconfig

eth0 Link encap:Ethernet HWaddr XXXX XX XX XX XX
A #

lo Link encap:Local Loopback
A #

7.7.1.3 MANUAL TEST

Before conducting any manual test, make sure you do not have any other gackeirder already running and
launched withthe cloudsmanager scriptising the following command:

samabd4 lorix - one:~$ /etc/init.d/clouds - manager.sh stop
Password:
Stopping cloud  <running cloud> ... done.

Once stoppedthe LORIOT packé&rwarder can be launcheghanually by using the following command:
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sama5d4 lorix - one:~$ cd /opt/lorix/clouds/loriot/

samabd4 lorix - one:/opt/lorix/clouds/loriot$ sudo ./loriot -gw -f

Password:

[2018 - 05- 01 14:08:27.155][DEBUG] No interface set

[2018 - 05- 01 14:08:27.157][LOG ] Gateway | oriot_lorix_spi version 2.8.870 -JKS EUL 2.8.870

[2018 - 05- 01 14:08:27.159][LOG ] Openssl version OpenSSL 1.0.2h 3 May 2016
[2018 - 05- 01 14:08:27.161][LOG ] Using ethO for GW EUI FCC23DFFFFOE23D7
[2018 - 05- 01 14:08:27.164][LOG ] Requesting system route

[2018 - 05- 01 14:08:27.677][LOG ] Connecting config server eul.loriot.io

[2018 - 05- 01 14:08:27.712][LOG ] SSL: Will use internal certificate validation

[2018 - 05- 01 14:08:27.736][DEBUG] Hostname eul.loriot.io addr <address>

[2018 - 05- 01 14:08:27.829][Cfg ] HTTP response HTTP/1.1 200 OK

[2018 - 05- 01 14:08:27.831][Cfg ] Timestamp  Tue, 01 May 2018 14:08:27 GMT
[2018 - 05- 01 14:08:27.832][Cfg ] Content -type application/json; charset=utf -8
[2018 - 05- 01 14:08:27.835][INFO ] Parsing configuration file

[2018 - 05- 01 14:08:27.837][INFO ] 5 configuration parameters found

[2018 - 05- 01 14:08:27.838][RADIO] running PUBLIC network, clock fed from radio #1

[2018 - 05- 01 14:08:27.839][RADIO] radio 0 enabled, SX1257, center frequency 867500000, RSSI offset -164.0, TX enabled
[2018 - 05- 01 14:08:27.841][RADIO] radio 1 enabled, SX1257, center frequency 868500000, RSSI offset -164.0, TX disabled
[2018 - 05- 01 14:08:27.843][INFO ] LoRa Multi - SF channel 0 >> Radio 1, IF - 400000 Hz, 125 kHz BW Enabled

[2018 - 05- 01 14:08: 27.844][INFO] LoRa Multi - SF channel 1 >> Radio 1, IF -200000 Hz, 125 kHz BW Enabled

[2018 - 05- 01 14:08:27.845][INFO ] LoRa Multi - SF channel 2 >> Radio 1, IF 0 Hz, 125 kHz BW Enabled

[2018 - 05- 01 14:08:27.845][INFO ] LoRa Multi - SF channel 3 >> Radio 0, IF - 400000 Hz, 125 kHz BW Enabled

[2018 - 05- 01 14:08:27.846][INFO ] LoRa Multi - SF channel 4 >> Radio 0, IF -200000 Hz, 125 kHz BW Enabled

[2018 - 05- 01 14:08:27.847][INFO ] LoRa Multi - SF channel 5 >> Radio 0, IF 0 Hz, 125 kHz BW Enabled

[2018 - 05- 01 14:08:27.8 47][INFO ] LoRa Multi - SF channel 6 >> Radio 0, IF 200000 Hz, 125 kHz BW Enabled

[2018 - 05- 01 14:08:27.848][INFO ] LoRa Multi - SF channel 7 >> Radio 0, IF 400000 Hz, 125 kHz BW Enabled

[2018 - 05- 01 14:08:27.848][INFO ] Lora std channel> radio 1, IF -200000 Hz, 250000 Hz bw, SF 7

[2018 - 05- 01 14:08:27.848][INFO ] FSK channel> radio 1, IF 300000 Hz, 125000 Hz bw, 50000 bps datarate
[2018 - 05- 01 14:08:27.867][DEBUG] Connecting update server

[2018 - 05- 01 14:08:27.870][DEBUG] Hostname eul.loriot.io addr <address>

[2018 - 05- 01 14:08:27.970][Cfg ] HTTP response HTTP/1.1 204 No Content

[2018 - 05- 01 14:08:27.972][INFO ] No update available for current version

[2018 - 05- 01 14:08:27.977][LOG ] Starting LoRa Concentrator

FPGA version 0

[2018 - 05- 01 14:08:31.432][LOG ] LoRa starting HAL 4.1.3

ERROR: Spectral Scan is not supported (0x70)

[2018 - 05- 01 14:08:31.435][DEBUG] gpsThread starting

[2018 - 05- 01 14:08:31.436][DEBUG] gpsThread end

LOOP

[2018 - 05- 01 14:08:31.541][LOG ] Connecting websocket server eul.loriot.io

[2018 - 05- 01 14:08:31.545][DEBUG] Hostname eul.loriot.io addr <address>

[2018 - 05- 01 14:08:31.631][NWK ] HTTP response HTTP/1.1 101 Switching Protocols
[2018 - 05- 01 14:08:31.632][NWK ] Connection to network server established.

{"cmd":"gwifstat","stat":[ {"name":"eth0","run":true,"rx":1400878,"tx":1279521}]}
{"cmd":"gwifip","ip":[{"name":"eth0","used":true,"ip":"192.168.1.50"}]}

{"cmd":"gwsysinfo","uname":{"machine":"armv7I","name":"sama5d4 -lorix - one","release":"4.4.39 - 00526-
gch52511","sys":"Linux","versio n":"#1 Wed May 24 19:35:10 CEST

2017"},"storage":[{"free": 164196352, "size":225832960, "folder":"."}],"free":87998464, "size": 126918656, "loads":[0.04,0.0
3,0.00],"uptime":4320, "cpus":1}

In manual mode, the terminal on which the pacietwarder has beedaunched must be kept @gm during the
wholetime of use.

Once started, theapplicationdisplays its log output and allows easy debugging before passing in production mode.
It can be stopped using the CTRL+C keyboard shortcut.
7.7.1.4 PRODUCTION MODE

Once the confuration has been manually tested (optionahe LORIOT packébrwarder can be automaticall
started at boot or on commangWithout the neal of keeping the terminal opgrusing theWifx cloudsmanager
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7.7.2 SEEMTECHACKEIFORWARDER
7.7.2.1 SUMMARY

Sourcs page: https://github.com/Wifx/packet_forwarder

Forked from: https://github.com/Loranet/packet_forwarder

License: https://github.com/Loranet/packet_forwarder/blob/master/LICENSE
Yocto package name: packetforwarder

Rootfs location: /opt/lorix/clouds/packetforwarder

Init saipt: /etc/init.d/packet-forwarder-gw

Status: STABLE

7.7.2.2 CONFIGURATION

The main configuration file is global_conf.json and contéiesTX lookup table of the gatewaong with other
parameters.Both files global_conf_2dBi_indoor.json and global_conf_4dBi_outdoor.json contain respectively the
power for indoor and outdoor antenrsga

To modify the power table and use the 2dBi antenna:

sama5d4 lorix -one:~$ cd /opt/lorix/clouds/packet - forwarder/
samabd4 lorix - one:/opt/lorix/clouds/packet - forwarder# sudo cp global_conf_2dBi_indoor.json
global_conf.json

The file local_conf.json contains more gateway specific parameters and can be customized according to source code.

Gateway EUI update in configuration files
Do nd forget to update the gateway ID in the global_conf.json and/oaloconf.jsorfilesas explained ishapter

7.8.1Gateway ID update scrijiftyou do na use the initial *.json files supplied with the LORIX One.
7.7.2.3 MANUAL TEST

Before conductingany manual test, makeuse you do né have any othepacketforwarder alreadyrunningand
launched with thecloudsmanager scriptising the following command:

samabd4 lorix - one:~$ /etc/init.d/clouds - manager.sh stop
Password:
Stopping cloud  <running cloud>... done.

Once stoppedthe Semtech packebrwarder can be launched manually by using the following command:
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sama5d4 lorix - one:~$ cd /opt/lorix/clouds/packet - forwarder/
samabd4 lorix - one:/opt/lorix/clouds/packet - forwarder$ sudo ./ lora_pkt_fwd
Password:
*** Beacon Packet Forwarder for Lora Gateway ***
Version: 3.1.0
*** | ora concentrator HAL library version info ***
Version: 4.1.3;

*kok

INFO: Little endian host

INFO: found global configuration file global_conf.json, parsing it

INFO: global_conf.json does contain a JSON object named SX1301_conf, parsing SX1301 parameters
INFO: lorawan_public 1, clksrc 1

INFO: no configuration for LBT

INFO: antenna_gain 0 dBi

INFO: Configuring TX LUT with 16 indexes

INFO: radio 0 enabled (type SX1257), center frequency 904300000, RSSI offset -164.000000, tx enabled 1, tx_notch_freq
129000

INFO: radio 1 enabled (type SX1257), center frequency 905000000, RSSI offset - 164.000000, tx enabled 0, tx_notch_freq O
INFO: Lora  multi - SF channel 0> radio O, IF - 400000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 1> radio 0, IF -200000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 2> radio 0, IF 0 Hz, 125 kHz bw, SF 7 to 12
INFO: Lora multi - SF channel 3> radi 00, IF 200000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 4> radio 1, IF - 300000 Hz, 125 kHz bw, SF 7 to 12
INFO: Lora multi - SF channel 5> radio 1, IF - 100000 Hz, 125 kHz bw, SF 7 to 12
INFO: Lora multi - SF channel 6> radio 1, IF 100000 Hz, 1 25 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 7> radio 1, IF 300000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora std channel> radio 0, IF 300000 Hz, 500000 Hz bw, SF 8

INFO: FSK channel 8 disabled

INFO: global_conf.json does contain a JSON object named gatew ay_conf, parsing gateway parameters

INFO: Successfully contacted server localhost
INFO: [main] concentrator started, packet can now be received

INFO: Disabling GPS mode for concentrator's counter...
INFO: host/sx1301 time offset=(1525186558s:400785}s) - drift=721918225us
INFO: Enabling GPS mode for concentrator's counter.

In manual mode, the terminal on which the pacietwarder has leen launched must be kept open during the
wholetime of use.

Once started, the applications displays its log output alftows easy debugging before passing in production mode.
It can be stopped using the CTRL+C keyboard shortcut.

7.7.2.4 PrRODUCTION MODE

Once the configuration has been manually tested (optional), the Sengacketforwarder can be automatically
started at boot or temporarily (without the neeof keeping the terminal opgrusing thewifx cloudsmanager

Wix

22 Network Specialist



LORX One User manual revision 4.
EN

7.7.3 TTNPACKEFFORWARDER
7.7.3.1 SUMMARY

Sourcs page: https://github.com/Wifx/ttn_packet_forwarder

Forked from: https://github.com/TheThingsNetwork/packet_forwarder/tree/legac

License: https://github.com/TheThingsNetwork/packet_forwarder/blob/legacy/LICENSE
Yocto package name: ttn-packetforwarder

Rootfs location: /opt/lorix/clouds/ttn

Init script: /etc/init.d/ttn -gw

Status: STABLE

The Things Network is a free and collaboratie®a network

TTN packetorwarder usage

This packeforwarder is an evolution of the standard packetwarder of Semtech. It can be useddonnect the
gatewayto multiple serversThere are no restrictions on its use instead of the standard one, even if you are not
using the TTN cloud.

7.7.3.2 CONFIGURATION

The main configuration file is global_conf.json and contdiesTX lookup table of the gatey as the standard
packetforwarder, along with other parameters. Both files EU_global_2dBi_indoor.json and
EU_global_4dBi_outdoor.json contain respectively the power for indoor and outdoor argenna

EDIT: From the version 2.1.0r5, the fil&U_global_<aenna version>.jsorhas been replaced by the file
global_<antenna version>.json.

To modify the power table and use the 2dBi antenna:

samabd4 lorix - one:~$ cd /opt/lorix/clouds/ttn/

samab5d4 lorix - one:/opt/lorix/clouds/ttn# sudo cp EU_global_conf_2dBi_indoor.json global_conf.json
or from the version 2.1.0r5
samab5d4 lorix - one:/opt/lorix/clouds/ttn# sudo cp global_conf_2dBi_indoor.json global_conf.json

The file local_conf.json contaimsformation aboutlatitude, longitude,altitude, desciption and administrator e
mail. This file can be updated:

Gateway EUI update in configuration files

Do nd forget to update the gateway ID in the global_conf.json and/oaloconf.jsorfilesas explained ishapter
7.8.1Gateway ID update scrijiftyou do na use the initial *.jsa files supplied with the LORIX One.

7.7.3.3 MANUAL TEST

Before conducting any manual test, make sure you dohaste any othempacketforwarder already running and
launched withthe cloudsmanager scripusing the following command:

samabd4 lorix - one:~$ /etc/init.d/clouds - manager.sh stop
Password:
Stopping cloud <running cloud>... done.

Once stoppedthe TTN packetorwarder can be launched manually using the following command:
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samabd4 lorix - one:~$ cd /opt/lorix/clouds/ttn/

samabd4 lorix - one:/opt/lorix/clouds/ttn$ sudo ./poly_pkt_fwd
Password:

*** Poly Packet Forwarder for Lora Gateway ***

Version: 2.1.0

*** | ora concentrator HAL library version info ***

Version: 3.1.0; Options: native;

*kk

INFO: Little endian host

INFO: found global configuration file global_conf.json, parsing it

INFO: global_conf.json does contain a JSON object named SX1301_conf, parsing SX1301 parameters
INFO: lorawan_public 1, clksrc 1

INFO: Configuring TX LUT with 16 indexes

INFO: radio 0 enabled (type SX1257), center frequency 904300000, RSSI offset - 164.000000, tx enabled 1
INFO: radio 1 enabled (type SX1257), center frequency 905000000, RSSI offset - 164.000000, tx enabled 0
INFO: Lora multi - SF channel 0> radio O, IF - 400000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 1> radio O, IF - 200000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 2> radio O, IF 0 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 3> radio O, IF 200000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 4> radio 1, IF - 300000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 5> radio 1, IF -100000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 6> radio 1, IF 100000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora multi - SF channel 7> radio 1, IF 300000 Hz, 125 kHz bw, SF 7 to 12

INFO: Lora std channel> radio 0, IF 300000 Hz, 500000 Hz bw, SF 8

INFO: FSK channel 8 disabled

INFO: global_conf.json does contain a JSON object named gateway_conf, parsing gateway parameters

INFO: [main] starting connection thread

INFO: [main] wait for at least one connected server

INFO: [connect] starting connection for server router.eu.thethings.network

INFO: Successfully contacted server router.eu.thethings.network

INFO: [main] Starting th e concentrator

INFO: [main] concentrator started, radio packets can now be received.

INFO: [down] Thread activated for server router.eu.thethings.network

INFO: [up] Thread activated for all servers.

INFO: [down] for server router.eu.thethings.network PULL_ACK received in 154 ms
INFO: [down] for server router.eu.thethings.network PULL_ACK received in 42 ms
INFO: [down] for server router.eu.thethings.network PULL_ACK received in 157 ms

In manual mode, the terminal on which the pacHetwarder has beedaunched must be kept @gm during the
whole time of use.

Once started, the applications displays its log output and allows easy debugging before passing in production mode.
It can be stopped using the CTRL+C keyboard shortcut.

7.7.3.4 PRODUCTION MODE

Once the cafiguration has been manually tested (optional), the TTN pafiketarder can be automatically started
at boot or temporarily (without the ne@ of keeping the terminal opgrusing thewifx cloudsmanager
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7.7.4 KERSING MPACKEFORWARDER

7.7.4.1 SUMMARY

Sources page: https://github.com/Wifx/mp_packet_forwarder

Forked from: https://github.com/kersing/packet_forwarder

License: https://github.com/kersing/packet_forwarder/blob/master/LICENSE
Yocto package name: kersingpacketforwarder

Rootfs locaibn: /opt/lorix/clouds/mp-pkt-fwd

Init script: /etc/init.d/mp -pkt-fwd-gw

Status: UNSTABLE

The Kersing packdbrwarder is another forkor the Semtectpacketforwarder

UNSTABLE Status

The Kersingacketforwarder is a great improvemeif the standardSemtech packetorwarderversion It brings
more interesting features such a8QTT supportHowever, it is still under development and could worik an
unexpected manneif the gateway is not connected to internet when launched, it will stop.

7.7.4.2 CONFIGURADN

The main configuration file is global_conf.json and contéiwesTX lookup table of the gateway, along with other
parameters. BotHiles global_conf _2dBi_indoor.json and global_conf_4dBi_outdoor.json contain respectively the
power for indoorand outdoorantennas.

To modify the power table and use the 2dBi antenna:

samabd4 lorix - one:~$ cd /opt/lorix/clouds/mp - pkt - fwd /
samabd4 lorix - one:/opt/lorix/clouds/packet - forwarder# sudo cp global_conf_2dBi_indoor.json
global_conf.json

The file local_conf.jsonontainsinformation aboutlatitude, longitude, altitude, description and administrator e
mail. This file can be updated.

Gateway EUI update in configuration files
Do nd forget to update the gateway ID in the global_conf.json and/or looanf.json as xplained inchapter

7.8.1Gateway ID update scrijiftyou do na use the initial *.json files supplied with the LORIX One.
7.7.4.3 MANUAL TEST

Before conducting any manual test, make sure you dohawe any othepacketforwarder already runningand
launched with thecloudsmanager scripusing the following command:

sama5d4 lorix - one:~$ /etc/init.d/clouds - manager.sh stop
Password:
Stopping cloud <running cloud>... done.

Once stoppedthe TTN packetorwarder can be launched manually using the following command:
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samabd4 lorix - one:~$ cd /opt/lorix/clouds/mp - pkt - fwd/
sama5d4 lorix - one:/opt/lorix/clouds/mp - pkt - fwd$ sudo ./mp_pkt_fwd
Password:

16:01:27 *** Multi Protocol Packet Forwarder for Lora Gateway ***
Version: 3.0.20

16:01:27 *** Lora concentrator HAL library version info ***
Version: 5.0.1; Options: native;

*kk

16:01:27 INFO: Little endian host

16:01:27 INFO: found global configuration file global_conf.json, parsing it
16:01:27 INFO: global_conf.json does contain a JSON object named SX1301_conf, par sing SX1301 parameters
16:01:27 INFO: lorawan_public 1, clksrc 1

16:01:27 INFO: no configuration for LBT

16:01:27 INFO: antenna_gain 0 dBi

16:01:27 INFO: Configuring TX LUT with 16 indexes

16:01:27 INFO: radio 0 enabled (type SX1257), center frequency 904300000, RSSI offset - 164.000000, tx enabled 1
16:01:27 INFO: radio 1 enabled (type SX1257), center frequency 905000000, RSSI offset - 164.000000, tx enabled O
16:01:27 INFO: Lora multi - SF channel 0> radio 0, IF - 400000 Hz, 125 kHz bw, SF 7 to 12

16:0 1:27 INFO: Lora multi - SF channel 1> radio 0, IF - 200000 Hz, 125 kHz bw, SF 7 to 12

16:01:27 INFO: Lora multi - SF channel 2> radio 0, IF 0 Hz, 125 kHz bw, SF 7 to 12

16:01:27 INFO: Lora multi - SF channel 3> radio 0, IF 200000 Hz, 125 kHz bw, SF 7 to 12

16:01:27 INFO: Lora multi - SF channel 4> radio 1, IF - 300000 Hz, 125 kHz bw, SF 7 to 12

16:01:27 INFO: Lora multi - SF channel 5> radio 1, IF - 100000 Hz, 125 kHz bw, SF 7 to 12

16:01:27 INFO: Lora multi - SF channel 6> radio 1, IF 100000 Hz, 125 kHz bw, S F7to12

16:01:27 INFO: Lora multi - SF channel 7> radio 1, IF 300000 Hz, 125 kHz bw, SF 7 to 12

16:01:27 INFO: Lora std channel> radio 0, IF 300000 Hz, 500000 Hz bw, SF 8

16:01:27 INFO: FSK channel 8 disabled

16:01:27 INFO: global_conf.json does conta in a JSON object named gateway_conf, parsing gateway parameters
A #

16:01:27 INFO: [Transports] Initializing protocol for 1 servers

16:01:27 INFO: Successfully contacted server router.eu.thethings.network

16:01:27 INFO: Successfully contacted server iot.semtech.com

16:01:27 INFO: [main] Starting the concentrator

16:01:30 INFO: [main] concentrator started, radio packets can now be received.

16:01:30 INFO: Disabling GPS mode for concentrator's counter...

16:01:30 INFO: JIT thread activated.

16:01:30  INFO: host/sx1301 time offset=(1525190488s:141055us) - drift=356691199us
16:01:30 INFO: Enabling GPS mode for concentrator's counter.

In manual mode, the terminal on which the pacietwarder has ken launched must be kept open during the
whole time ofuse.

Once started, the applications displays its log output and allows easy debugging before passing in production mode.
It can be stopped using the CTRL+C keyboard shortcut.

7.7.4.4 PRODUCTION MODE

Once the configuration has been manually tested (optionak, iersing packebrwarder can be automatically
started at boot or temporarily (without the nekof keeping the terminal opgrusing theWifx cloudsmanageiwith
the manual option.

To we the manual, follow the desption in the chapter aboutnanual configuration of the cloudwanager script
using the following values:

# Manual cloud client

# Replace this path by your customized cloud application start script
MANUAL_INIT_FILE=/etc/init.d/mp - pkt - fwd- gw'
MANUAL_CLOUD_NAMEérsing "

Then,select the manual packdbrwarder using the configure command of the cloudanager as described in the
following chapters.
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7.7.5 WIFX CLOUB®MANAGER

The desired clouds can be dgsionfigured by SSH or USB using the following command:

I samabd4 lorix - one:~$ /etc/init.d/clouds - manager.sh {start|stop|restart|force - reload|status|configure}

It allows to see the currergtatus of the ruming cloudwithout any special permissiotiowever,you needspecial
permission (root acces$) be able tomodify configuratios, or to start, stop andestartit.

7.7.5.1 CONFIGURATION

Before running the configation, you need to stopnyrunning cloud:

samabd4 lorix - one:~$ /etc/init.d/clouds - manager.sh stop
Password:
Stopping cloud  <running cloud> ... done.

Once stopped, you can modify the configuration:

sama5d4 lorix - one:~$ /etc/init.d/clouds - manager.sh configure

| LORIX One clouds manager configuration |

Actual configuration:
autostart=true
cloud=loriot

Do you want to enable autostart at boot time?
[Yes|No]
> no

Which cloud app. do you want to use ?
[loriot|packet - forwarder [ttn |manual ]
> |oriot

New configuration:
autostart=false
cloud=loriot

It allowsto modify two parameters, the first onés & | dzii 2 2 G | NJi ¢ & K Athekcloud\BilFbe ietéd 6 K S G K |
automaticallyat boot time or not (default=yes).

The second option which is asked fothis cloud itself andavill let you deciddetween LORIOT, the Semtech paeket

forwarder, the TTN (The Things Network) packatwarderor manual to use another packérwarder as explained

in the followingchapter.

7.7.5.2 MANUAL CONFIGURATION

Sincethe version 1.10-r0, the LORIX One cloudsanager package supports a new packetvarder mode, namely
manual It does not belong to a particular pacKerwarder but insteadlit allowsyouto chooseany application to
be started at bootime. It permits to virtually spport any new packeforwarder like theKersing packetorwarder
for instance.

To configure tke manual packetorwarder, you must stoany running packetorwarder:

sama5d4 lorix - one:~$ sudo /etc/init.d/cloud s- manager.sh stop
Password:
Stopping cloud <running cloud>... done.

Once sbpped, you can edithe script(using sudojetc/init.d/clouds -manager.shwith Vior Nanoand define the
variable MANUAL_INIT_FIL6 point towards theinitiation saipt located in the folder/etc/init.d and normally
following the convention name&cloud name>gw.

Optionally, you can also define the variaMANUAL_CLOUD_NAM#th a custonizedname which is only usetd
give more information when using the cloudsanager.sh script.

An example is available the Kersing packetorwarder chapter.
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7.8 LORA CONCENTRATOR UTHS

Cloudsmanager incompatibility

Please note that the cloudmanager and its sub ggdications cannd be running during the use of testnd utilty
applications(LoRa)Before using thes#ools, the cloudsnanager must be stopped as explainedowint 7.7.5
Wifx cloudsmanager

Semtech provides utilities to test the SX1301 LoRa concentrator chip and to pd&iFhX performance testall
the binaries relative tahe gateway are located in the filept/lorix/utils and arranged into subfiles

7.8.1 GATEWAYDUPDATE SCRIPT

The Semtechpacketforwarder package provideslso a scriptwhich allows to update any packdbrwarder
configuration *json file by modifying thgateway_|Dfield with the correct gateway ID (or EUlIreordingto the
uniqgue MAC address numbas described in the next chapter.

7.8.1.1 GWIDFORMAT

The gateway ID is a 64 bits unique ID based on the 48 bits unigue MAC address. The extended 64 bits address is
AAYLIE & ONBIGSR o0& NBY2 JA YR adiiKgchhe @ Bytes @HF addkOSFE hetween th& R NS & a
and 4" Bytes.

The format of the gateway IBWIDJ)s the following:

MAC: RVAVRVIVVRVAVE
48bite XXXXXXX XX XX

XX XX XXFF FE XX XX X>

GWID: \
oD XX XX FF FE XX XX 3

Following this process, the MAC addré4s00:5E:22:BB:3Becomes the gateway I0LO0O5EFFFE22BB33
The géeway ID is also, on some clouds, untlez form eui<gateway ID>. In this casei-0100%fffe22bb33.
7.8.1.2 GATEWAYDUPDATE

You can either modify thgateway_IDfield in the global_conf.json and local_conf.json fifleanually using/i or
Nano; or usethe update_gwid.sh script located in the filept/lorix/utils with the following commands:

sama5d4 lorix - one:~$ cd /opt/lorix/utils/

sama5d4 lorix - one:/opt/lorix/utils$ sudo ./update_gwid.sh /opt/lorix/ clouds/ttn/global_conf.json
Password:

Gateway_ID setto  <gateway ID> in file /opt/lorix/clouds/ttn/global_conf.json

The script takes the *.json file to update as first argument

7.8.2 SX130RESET PIN CONTROL
The reset pin of the SX1301 LoRa concentrator clapdsssible through the scrifgtc/init.d/reset_lgw .

I sama5d4 lorix -one:~$ sudo /etc/init.d/reset_lgw {start|stop|restart}

Thestart argument will disald the reset signal and activatee SX1301.
Thestop argument will enabléhe reset signal and deactiteathe SX1301.
Therestart will perform a pulse otthe reset signal to restathe SX1301.

This script is automatically called wgkart during system startupnd withstop during system shutdown.
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7.8.3 TEST BINARIES
All the test binaries related to thébloragw (https://github.com/Loranet/lora_gateway are located irthe file
/opt/lorix/tests .

The following tests are available:

test_loragw_cal
test_loragw_hal
test_loragw_spi
test_loragw_gps
te st_loragw_reg

The related Git repositorgives more information about their use.

7.8.4 UTIL BINARIES

On the top of thdibloragw library, thelora_gatewayrepository provides utilities to test RX/TX functionalities of the
SX1301 LoRa concentrator.

The following utils e available in the filéopt/lorix/utils :

util_Ibt_test
util_pkt_logger
util_spectral_scan
util_spi_stress
util_tx_continuous
util_tx_test

In addition, the configuration fileglobal_conf.jsonand local_conf.jsonare used by the progim util_pkt_logger.
Theyprovide parameters for channebnfiguration, etc.
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8 SDCARD

The gatewayhas a microSD slot and is compatible wétth microSD cards according the SD Memory Card
Specification Version 2.0 includitiee SDHGtandard

A microSD ad can be used to extenthe internal FLASH memory (256MB), alternatively, the gateway can boot
from the SD cardf startup files are detected at startup.

8.1.1 INSERTIONREMOVAL

1 |
|

%\ ;sa | y

e X
==

To insert arSD card, simply push it into the hole untilitrSat & Of A O1 ¢ & 2 dzgilRply puskRit NBY2 @S
backuntil@ 2 dz K S| NJ { K She &mbdrdavill totneodt promfeBse. ¢

8.1.2 SDCARD DETECTION

Once inserted, you can verify that the S&rcCis corretly detected bythe Linuxsystemusing the command dmesg
OGRAALI I & Y®Bikdsplay Enpobtanisysterdikformation:

sama5d4 lorix - one:~$ dmesg

A+

[ 24.710000] mmcO: host does not support reading read - only switch, assuming write - enable
24. 720000] mmcO: new high speed SDHC card at address 59b4

[ 24.730000] mmcblk0: mmc0:59b4 BB2MW 29.8 GiB

[ 24.740000] mmcblkO: p1

8.1.3 SDCAROUN)MOUNTING

It is possibléo mount the SD card ithe Linuxsystemusing the following command:

I sama5d4 lorix -one:~$ sudo mount -t< filesystem type > /dev/mmcblkOpl /mnt

The-t parameteris used to specifthe filesystem of the SD catd be mounted. Currentlythe gatewayonly

supportsext2, 3, 4 filesystem type It canhoweverbe extended by addingther filesystemsupporisin the Linux
kernel.

To unmount a mounted SD card, use gymc commando synchronizeanyeventualfiles that are not yet written
in the SD card and unmount the card frahe Linux filesystem:

sama5d4 lorix - one:~$ sync /mnt
sama5d4 lorix - one:~$ sudo umount /mnt
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9 H.ECTRICAL

9.1 POWER CONSUMPTION

Task (@ 20°C ambient) Voltage [V] Current [mA] Power [W]
Linux only running 24 42 1,01

RF part disablk

LoRa gateway with util_pkt_logger 24 105 2,52

6 channels for RX

LoRagateway with util_pkt_logger 24 117 2,81
8 channels for RX
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10 MECHANICAL

10.1 LORDONE

10.1.UP43(SEMFWATERPRODF

198 (7.80)
Dimensions: mm (inch)

198 (7.80)
Dimensions: mm (inch)

10.2 ANTENNAIDBI(868& 915VERSIONS

495 (19,49) :!

Dimensions: mm (inch)
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10.3 ANTENNA.15DBI(868VERSIONS

o
E 163 (6,42) >

|« 210 (8,27

A 4

Dimensions: mm (inch)
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11 SETUP GUIDE

11.1 GENERAL RECOMMENDAIBO
The LORIX One gateway is designed to be plaegidally with the antennapointingupwards

If you wish to attactthe LORIX One to a polejsstrongly recommendeda use theplastic mounting loops
provided with the gatewayvhich are UMesistant Guide the loops around the LORIX Onetigh theedge
markings, andttach the gatewayround the pole where it will be mounted.

It is strongly recommended to not connectase Ethernet cable to the Ethernet port while attaching the gateway
to a pole, to avoid adding weight to the port. Ideally, the Ethernet cable should be attached within 2 meters from
the gateway device.

11.2 STANDARD MOUNTING NGIA POLE

ere grommet

Open in IP43 version

| Close in IP65 version |

Cap 1P43/IP65

Remove the wire grommdtom the cap.

Wifx
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Once the Ethernet cable passed through the cap hole, o
the silicon grommet and put it around the cable as showed

the picture.
Be careful with the orientation of the grommet

Press thegrommet with your finger from inside the cap (le
picture) until take it final position (right picture).

Connect the Ethernet cable.

Move the cap in direction of the body whileaintaining the
cable with the other hand to keep the cable sisaight as
possible.
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Screw the cap on the body to guarantee as gasdpossible
water anddust protection.

Once fixed, be sure the cable is well placed and verify that
grommet is correctly positioned.

Use only appropriate antenna provided ascessory for the
LORIX One.

Engage the antenna connector into the LORIX One
connector as showed on the picture.

While maintaining the antenna into the LORIX One, s
screwing with the other hand the RF LORIX One conne
tightening ring.
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Never turn or use directly the antenna body t
screw it on the LORIX One, it could damage
break the antenna.

Once the cabland the antenna correctly connected and tt
LORIX One correctly closed, you can install it on a pole 1
the 2 provided cablée.

The provided cable tie are black because they a
specifically made to support UV.

You shoulduse always the provided one or UV protecte:
specifically.
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